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Abstract

The clandestine and unauthorized use of military communication
satellites, colloquially known as “Bolinha” (portuguese for “Little Ball”)
in certain regions, constitutes a significant and escalating threat to
mission security and operational integrity within the space domain.
These geostationary satellites, such as the U.S. Fleet Satellite
Communications System (FLTSATCOM) and UHF Follow-On (UFO)
systems, were originally designed exclusively for military
communications. However, their reliance on simple, non-regenerative
“bent-pipe” transponders, operating within the UHF band
(approximately 260 MHz), has rendered them vulnerable to misuse and
unauthorized appropriation by civilian users. This misuse has been
particularly well-documented in remote areas of South America since
the 1990s. This research aims to verify the current prevalence of
unauthorized civilian use of these satellites and to raise an alert
regarding this ongoing situation. The methodology employed involved
a receiver (UV-32) paired with an antenna of %% A to capture the
specific frequencies utilized by the satellites. Reception tests were
conducted at random times, without a predefined pattern. A total of
eleven different frequencies were analyzed between 244.125 and
258.545 MHz, which were identified from video streaming websites.
The findings indicate that reception was achieved on all listed
frequencies. The audio content, delivered in Portuguese, clearly
contained dialogues that were outside the context of the satellite’s
intended military application. Analysis confirms that these illegal
transmissions, which are frequently associated with illicit operations,
generate detrimental interference. This parasitic load degrades
legitimate military signals, saturates transponder capacity, and,
critically, accelerates the drainage of the satellites limited onboard
battery resources, resulting in numerous operational disadvantages.
While operational countermeasures, such as the targeted “jamming”
of pirated channels, are utilized, the definitive solution lies in
technological migration. Modern systems, such as the Mobile User
Objective System (MUQOS), which feature robust encryption,
regenerative processing, and spread-spectrum techniques, are
inherently more resistant to wunauthorized use. In conclusion,
containing this illicit practice is not merely a matter of public safety,
but a critical necessity for the responsible stewardship of the space
environment, the protection of national security infrastructure, and
the preservation of public investment in space-based capabilities.
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Introduction

Unauthorized Use of Military Communication Satellites called in Brazil
“bolinha” (portuguese for “Little Ball”) as a Growing Security Threat;

Vulnerability of UHF Military “Bent-Pipe” Satellites to Civilian Misuse;

This misuse has been particularly well-documented in remote areas of
South America since the 1990s;

This research aims to verify the current prevalence of unauthorized civilian
use of these satellites and to raise an alert regarding this ongoing situation.

Method/Experiment

A UV-32 receiver with a 78 A antenna was used to capture satellite
frequencies, ensuring adequate sensitivity within the target band;

* Procedure Tests were conducted at random times to evaluate signal
availability under varying conditions;

 Eleven frequencies between 244.125 MHz and 258.545 MHz were
analyzed, identified through satellite monitoring video streaming
websites.
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Figure 03: Table
presenting the
frequencies monitored
during the study.

Figure 02: Figure 2: lllustration depicting the
possible clandestine use of the "little ball" satellite
by truck drivers (Produced by Artificial Intelligence -
Gemini).
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Data and Analysis

 Reception occurred on all frequencies, revealing Portuguese audio
unrelated to military use and confirming illegal transmissions.

e Unauthorized transmissions cause harmful interference to legitimate
signals, saturate transponder capacity, accelerate onboard battery
depletion, and generate significant operational disadvantages.

e Currently, targeted jamming of pirated channels mitigates the problem,
but a lasting solution relies on migrating to modern systems like MUQS,
which use encryption, regenerative processing, and spread-spectrum
techniques to better resist unauthorized use.

Conclusion

Clandestine use of military UHF satellites
compromises national security due to
their vulnerable analog architecture.
This unauthorized access causes channel
saturation and degrades legitimate
signals, requiring a technological
transition to modern systems with digital
processing and robust encryption to
ensure operational integrity.

Figure 04: QR code for the
presentation of this study.
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Abstract Introduction

: : : : e Radio blackouts are caused by interactions between solar activity and
Radio blackouts, phenomena resulting from the interaction - o . .
the Earth’s ionosphere and represent an invisible, underestimated risk to

between solar activity and the Earth's ionosphere, constitute an society: of 14 May 2025, captured by the Solar
invisible and underestimated societal risk with significant Pynamics Observatory. {NASA/SDO]
potential to impact High-Frequency (HF) communications. Such ® They can significantly disrupt High-Frequency (HF) communications,
communications are vital for the safety and operation of which are essential for aviation, maritime operations, broadcasting,

. L. . emergency services, and amateur radio networks;
aircraft, maritime vessels, broadcasting systems, emergency

Figure 01: Image of the X2.7 solar flare

services, and amateur radio networks. This study was conducted e Conducted by 7th-grade students in Santa Catarina, Brazil, the study

by seventh-grade elementary school students from a public recorded radio blackout frequency and intensity to evaluate a low-cost

school in Santa Catarina, Brazil, as a research project within the approach to Disaster Risk Reduction education through space weather Figure 02: High-intensity X2.62-class

Civil Defense in Schools Program. Its objective was to record the AWareness. ';:/'Iacb'ff“;‘” ')V'ay of 2025 (Space Weather
. . . .. obile App).

freqy.ency and intensity of radio bla(kaUtS' aiming to d55€55 the e This research aims to verify the current prevalence of unauthorized

viability of a low-cost approach for Disaster Risk Reduction (DRR) civilian use of these satellites and to raise an alert regarding this ongoing

education by integrating space weather risks into the situation.

educational environment. The methodology employed consisted
of data collection from May to December 2025 using the Space
Weather application. Data were recorded whenever the
application issued a notification regarding an event occurrence.

Method/Experiment

Data was collected from May to December 2025 via the Space Weather

These events were class!fled accord!ng to the Off'c'?l Mobile App, recording events upon notification. Occurrences were
nomenclature of the National Oceanic and Atmospheric classified using NOAA/SWPC nomenclature, categorizing solar flares
Administration's (NOAA) Space Weather Prediction Center (Classes C, M, X) and radio blackouts (Scales R1-R5). Figure 03: Simulation of a radio blackout Figure 04: Simulation of a radio blackout
: : : in maritime traffic (Edited with ChatGPT). in air traffic (Edited with ChatGPT).
(SWPC), which categorizes solar flares into three classes (C, M,
and X) and radio blackouts on an intensity scale from R1 to R5. C lusi
An average of 12 monthly occurrences were recorded, includin . onciusion
verase ot Y | | 5 Data and Analysis
a high-intensity X2.62-class blackout in May, which was
registered and reported by various news outlets. The results | | . | Clandestine use of military UHF satellites compromises
analyze PErod. architecture. This unauthorized access causes channel

analyzed period. While it was not possible to directly correlate

the recorded events with specific communication failures saturation and degrades legitimate signals, requiring a

technological transition to modern systems with digital

documented in amateur radio logs, NOTAMs, or NAVAREA e It was not possible to directly correlate the recorded events with specific _ 4 robust on t tonal Fioure 05 OR cod
. . : : ' Processing and ropust encryption to ensure operationa Igure Uo: code
Warnings, the study underscores the relevance of promoting communication failures documented. . . for the
. . Integrity. presentation of this
research and employing low-cost tools for the educational study.
monitoring of space weather phenomena. This approach e The study highlights the importance of: References
effectively illustrates the connection between solar activity and o Promoting further research on the topic; o ioc, . (2011 SatloBolnha 7. Scib. s srbcomSooument 2B OSYSais ol
the vulnerabilities of modern technological infrastructure. By o Employing low-cost tools for the educational monitoring of space Journa of Th Colloguiem 1o Inormmation Systerms Securty Education (Vol 11, No 1, 5y o pece Cybemeourly Thiaugh Anienna Design and implementation.
LaV\_/son_, H ( ; \SIJ:O).O gpf;atlic;n:l pCroggdures for powering up, powering down, and configuring the qualification model of the FLTSATCOM satellite (Doctoral dissertation, Monterey,
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Hermenau, M (2021). Satélites militares UHF em GEO,.HEO e _LEO [roument]. Scribd.
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critical sectors, aiming to deepen the understanding of
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